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DIGITAL TRANSFORMATION FRAMEWOERVIEW

Strategic Planning

Strategy
Definition

Strategy
Execution

Solution
Architecture

Enterprise

Architecture

Business Context Project Portfolio -
Business Capability Versioning &

Realization Value Proposition

Capability
Roadmaps ...

Merging ...
Goals ...

Governance, Risk & Compliance

Information Business
Security Continuity

Application Cloud Business
Portfolio Migration & Process
Management Management Optimization

Information
Architecture

Governance Governance

Labnafis a unified framework and unparalleled software for visualizing your enterprise, driving
transformations, managing various integrated portfolios, and managing risks across diverse industries.
has gained recognition and adoption by prestigious organizations, includingseatgeenterprises with
stringent security demands.

Labnaf brings seamless cradiscipline collaboration among various architecture, strategy, risk
management, project management, andevel roles.

; E
lglaha One VPrOCéss”:

Accelerated Decision Making

Improved Agility Cloud Computing
Business X0

Everprise One Repository &
Architecture StrategN p y
Integrated One Software

f Busines Denand
Transformation i ® O Vo Charts &
-.. — Dashboards
apability

for Taking the Right Decisions.

Information ! K
Architecture - Planning
s =
. Program S c
Solution Management <[ y ‘ “
Architecture -
Project
5 Management
Technical one Language

Architecture Security & Risk
Management [

Its powerful, featurerich, robust and instantly customizable software supports all aspects of the
framework and significantly boosts productivity
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What is adigital transformation framework made of and for what purpose?

Atransformation frameworks made of performers, processesd architecture content. People are
supported by tools and repositories.

Together they perform processes which use, prodacel communicatestrategy andarchitecture content
driving the organization from existing capabilities to target capabilities in order to reach some competitive
advantage and following a defined business vision.

Performers
People

—

Competitive
Modeling, Portfolio Management, \\ Tools & Advantage
Enterprise Visualization and Navigation, - Repositories
Transformation Planning, Validation, {
Import, Calculation, Reporting,
Framework Customization...

perform Knowledge &
control

Process

Capabilities
Guidelines & Techniques

‘ Examples: Word Report, Excel Report

use / produce
communicate

Examples: Element & Connector Types,
Metamodel, Viewpoints, Report
Templates, Calculation Templates

Business
Context

AS-IS
Capabilities

Deliverables

Artefacts Examples: Application Portfolio, Application

Catalog, Application Landscape View,
Critical Applications Chart

Building Blocks

Time & Value Roadmap
Example: Application Elements

LABNAF SOFTWARE OVERVIEW

With Labnafsoftware,users comprehend and continuously optimize their enterprise operating model,
analyze sensitive data usages, govern and secure business continuity, identify risks, envision the future,
plan transformations, and describe architecture solutions using rduttiensional viewpoints, portfolios,
models, dashboards, reports, a predefined repository structure, and unparalleled productivity tools.

Overdl, Labnafsoftware features includedvanced portfolio managemendjructured level modeling,
crossportfolio searchesgynamic diagram legend librarieen-demand or scheduled import/export,
cascaded calculations, report/chart/diagram generation, dashboards, implicit data generation, versioning
and merging, validation, language transformatiorstant customizationand unparalleled metamodeling
capabilities
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Labnaf software provides its users with a hosteaituresthat can streamline their workflow

1 Integrated architecture modelin@ll architecturedisciplines) strategy project portfolios, sensitive
data classification

1 Customizable dashboards
- Navigable Business Capability Heat Maps using cascaded consolidations
- Portfolios Management (information, enterprise functions/business capabilities, processes,
applications, equipment
- Application Lifecycle Management
- Business Continuity Governanaed Evolutios
- Incident and Unavailability Governance
- Sensible Data Usage, Dynamic Risk Identification and Consolidation
- Srategic plans, strategic directives, and highrel requirement roadmaps
- Architecture Management

Enterprise Functions Filtered by Value Type = Color = EFFEC = pes P
SOt £f]|®
Excel
a3
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Productivity, data enrichment and distributionaols

Cascadedalue calculationncluding consolidation of time series

Cascaded chart generation

Cascaded portfolio diagram generation following templates

Cascaded chart generation following templates

Import/Export(Excel, CSV, XMkith automatic mappings and format normalization
Create elements and connectors with or without diagrams

Merging different versions of elements and connectors

Model validation

Instant reuse of auteoloring legends

Word document publication

Web publicatiorand email discussions

Backup generation

Task scheduling

Many other repository content management and normalization features provided bizdbeaf
PowerShell

Modeling language and architecture content transformation

Instant metadata and metamodel management

Navigablauserguidance

Supports deployment on cloud SaaS kkelaborate SaaS

=4 =48 -4_9_9_9_42_9_2°_-2_-2_-2._-2-

= =4 -8 -4

Generated Portfolio
Diagrams & Cascading

Generated Charts & Heat Maps
Cascading Time Series p——
I
Casca_ded o oo Backup as File-based
Calculations & o ] _ Repository
Consolidations a o o
-
= SEE
am- Mo Tu We

Cascading Implicit Data
(Connectors, Risks...)

H

Errors Sent to
Assigned
Individuals

Formatted Reports
on Elements &
csv Relationships

4
J
3
Word PDF RTF Documents
Web Site with
Email Discussions
C ©& A&
» - W = % - Dynamic

Prolaborate
R B Dashboards

Excel
Import & csvt

Normalize ‘ H
Repository Exsel
Structure

XML

.Il]
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THEPROCESGSF DRIVING TRANSFORMATIONS

1 FRully fledgedLabnaf startuppnd sampleepositolies

1 Portfolios management supports very large and complex organizations witbrgalmizations, and in a
secure fashion (Read / Redldrite).

1 Instant Metamodel Manager and Instant Metadata Manager supporting simple and quick framework

customizations including on Enterprise Architect SaaS (Cloud Platform ready to go)

Customization Workbenctor advanced customizations tife Labnaf modeling language and taols

Online <=> Offine accesto customized languagesven when creating new repositories

= =

1 Excel and CSV import (create, update, identifying elements following multiple criteria). Use internal
and/or external primary keygasily adapting to yousystemsspecific character set/code page and
column separatorQuick, useffriendly, and flexible

1 Dynamic model validation

1 Merge Versions of Elements & Connectnerge redundant items)

1 Implicit data generationncludingconnectors, sensitive information requirementcope of data
processing (applying ISO 27000, NISDUC and)GRrBdes 360° view on information usage.

1 Cascadedalue calculatios from very simple to very complex functions combining properties,
connections, and time series

1 Application Portfolio diagram generatidallowing templates defined in the Labnaf model repository

1 RichExcel and CSV report generatianluding connections, consolidated/indirect connections, color
grading, grouping, filters. Generation based on templates stored in the repository or custom reports.
Quick, usefriendly, and flexible

Quick update of a same property for a selected list of elements or packages

Predefined charts and dashboarfdsr both Sparx EA and Prolaborate)

1 Sample templates for value calculatiorghart generation Excel generation and CSV generation
1 Generic and specific documet@mplates for Word, BF, RTF generatiqi®AD, principles, standards,
etc.)
1 Scope of Labnaf processir@@enerateExcel and CS¥ports, calculate valuesr generate chartfor a
selection of elements of your choice
o for elements or packages selected in the project browser,
o or for elements or packages selected in the active diagram,
o 2F F2NJ StSYSyila FyR LI O1F3Sa LINBaAaSyil Ay
0 orbased on a specific SQL select defined in each template,
o or for the entire catalog (default).
Labnaf template for HTML generation
1 Quickly addautodiagramcoloring) legendso one or multiple diagrams in a row using the legend
library managemenfeatures
1 LabnafLanguage Transformé&s transform any modeling language into any other one

=
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The process of driving transformations, i.e. driving changes to the operating model, starts with the
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Architecture

Salution

Contents

description of the enterprisefollowed by the strategy definition, the strategy execution and the project
architecture which produces solution architecture deliverables.

In practical terms, thetrategy andarchitecture process consists in the following steps:

Build and Maintain the Visible Enterprise Description

Describe the visible enterprise i.e. make the enterprise operating model visible and traceable for business

and IT. In order to manage complexity, the visible enterprise description is organized as a set of
interrelated portfolios:

Organization

1
1
1
1
1 Application P
1
1
©

Process Portfolio
EnterpriseFunction Portfolio
Information Portfolio

Portfolio
ortfolio

Technology Portfolio
Equipment Portfolio
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1 Physical Material Portfolio

Each portfolio includes a set of reports which are consumed by various stakeholders for recurrent analysis
and management tasks. The portfolio of business functions is a key architecture asset as it is used for
classifying organizations and applicationsgalso for scoping, organizing and managing work.

Define Strategies

a) Determine the key internal and external factors that might influence business success. Internal analysi
and diagnoses are used for identifying, measuring and communicating the organization's strength and
weaknesses. Such diagnoses are based, notablyditgately, on the analysis and consolidation of
architecture portfolio reports (dashboards, charts, lists and matrices). External analysis and diagnoses
are used for identifying, measuring and communicating arising threats and opportunities. Internal and
external diagnoses are, in turn, consolidated into SWOT diagrams summarizing the strengths,
gSIH{lySaasSaz NAR&al&a YR 2LILRNIdzyAGASa F2N) Odzaid 2

b) Following critical changes to the enterprise context, adapt the vision statement. If really necessary, als
adapt the values, business model and mission statement (think carefully about the impact of such
changes on the enterprise identity as this coulatse internal and external stakeholders and
customers).

c) Define the corporate objectives and cascade into domain specific and measurable goals.

Execute Strategies
a) Define principles, standards and compile business and/or IT demands for changes.

b) Collect higHevel requirements (target capabilities and features) realizing goals and demands. Identify
requirements dependencies and impacts on the architecture landscape. Create roadmaps for the
realization of capabilities and features. Group capabgitind/or features int@rchitectureepics
(solutionarchitectureinitiatives).

Architecture a change to the operating platform

Answer some demand for changing the architecture of the enterprise operating model. For example,
create/optimize some business process along withpbkeple, applications, and equipmetitat support
the process. Or provide a new cloud infrastructure for existing application(s).

a) Define architecture work and then create, recommend and approve a solution architecture

1 Review related goal(s), demand(s), target capability(ies) and feature(s) antelaymequirements
roadmap(s).

1 Collect additional requirements as needed.

1 Select adequate architecture viewpoints needed for architecturing solution(s).
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Create alternative architecture solutisfollowing the selected viewpoints.

Define (alternative) implementation roadmap(s) for each alternative architecture solution.
1 Select preferred architecture solution and implementation roadmap from an architecture
perspective.

Provide solution architecture recommendation for approval.

For the approved architecture solution, detail the solution architecture.

= =4

= —A

b) Update the TRANSITION and/or-BP architecture
1 Update the visible enterprise description including the TRANSITION andBE Etchitecture
plateaus.

c) Govern the Solution architecture Implementation

1 Each approved architecture epic leads to one or several projects that will implement the
architecture solution. Project are often grouped into programs.

1 Govern the implementation of the solution. Ensure alignment with the approved solution
architecture.

Update the ASS architecture

As soon as the solution is running in production, update the visible enterprise description to reflect
the new situation. The visible enterprise description needs to reflect that the new solution
architecture is now part of the AIS situation.

= =
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STRATEGY AND ARCHITECTURE CONTENT

The content is organized into 3 key sections

Vision @ Visible Enterprise
Changes to the
Strategy Definition enterprise are Provides visibility and traceability
Strategy Execution envisioned across architecture portfolios

Projects/epics
realize vision

Projects
Solution Projects/Epics change
Architecture the enterprise
following vision

The visible enterprise describes the architecture of the enterprise from different perspectives, for example
processes and applications.

The vision is used for envisioning changes to the enterprise.
Projects realize the vision and change the enterprise.

This structure corresponds to the stages in the proagsdriving transformations.
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VISIBLE ENTERPRISE DESCRIPTION

The description of the enterprise operating model is organized into a set of portf&laxh architecture
portfolio provides a perspective on the Visible Enterprise Description

+AaA0fS 9YGSNILINAAS| 5SA0NR LI 2Y

t N2POSaad 9y i SNLINRZS Cdzy Oa2y

! NI)KAljéi)@ﬂiﬁﬁklazy mEm

t 2N 2t%2a t SNELIS Qg @Sa
tK?é}\%rt{SQLJf 9lj dzA LIY ! LILJX A Dl a2y :i:
al 0 SNALF €

¢SOKyilt 238

People, equipment and applications interact. They use and produce information.

Information can be physical for example on pag@r.information can be digital, in our computers, in our
phones. Information can be also mental in our brain.

People and equipment use and produce physical material. Technology is here to support applications.

Processes are performed by people, by applications and by equipment.

Process | Processstep uses Function
digital or mental
Information
perform
use, produce ' interact i support
People ‘ EquipmentmJ Application !
serve
use, produce TeChnOIOgy
Material
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STRATEGY DEFINITION

Visible
Enterprise
Description

Portfolios

Enterprise Functions

Processes

Information & Material

Costs € ¢

satisfaction ()

L)
Measures &

People

Equipment

Applications

Technologies

Strategy Definition¢ What for?

2.

/— Context (SWOT) 4\

Internal Diagnoses

External Diagnoses

ug

Strengths | Opportunities

¢ | ohob
~ -

@ Competition
& Regulation

¢ HZO

Strategy
Definition

\ Weaknesses|

Threats Business&Tech.Tre?

Review our goals based on the context

1. Current context

Internal & external factors influence success or failure

Corporate strategic foundations

The organization's identity (mission, vision, values, value

proposition, business model)

3. Strategy plans

Corporate strategic objectives

SMART goals (cascaded into domain-specific goals)
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STRATEGY EXECUTION

Visible Portfolios

Enterprise Enterprise Functions

Description Processes osts (=
Information & Material g
Peaple Satisfaction (&)

Equipment

@
Measures &

Context (SWOT)
A Strategy
Internal Diagnoses External Diagnoses Definition
SE)E) NEp
[a]m][a] q | Competition !E! o @/@
EE Strengths | Opportunities & Regulation z | Q./

. o ] - 3 Strategic Strategic
...A-;}pllmtluns @E f . ﬁ .zo g Foundations. Plan
Technglogi —E
erfinguees £ ‘Weaknesses| Threats | Business & Tech.Trends
Operational
Demands concerns Strategic concerns
from Epics \ “ r ,
Portfolic of Demands === Roadmaps Strategy
Business B Execution
Demands  cages o
Principles.
< EEE o-

Standards
{rules)

I]:.I:jljlj Capabilities

ﬁnﬁn Features

<

Strategy Executiorg What for?
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PROJECT ARCHITECTURE

Project architecture ishe enactment ofthe planned(architecture epics.

Anepicis anendeavorthat delivers a solutiomealiangsome target capabilities.

The solution includes sonachitecturaldescriptions of the required changesthe enterprise and/or to
the enterprisewide architecture contentanda description of theosts, time and other resources needed

to perform these changes.

Thearchitecturaldescription of these changes is calkedolution architecture

Portfolid of Demands === Roadmaps

Strategy
s T EESaution
"ﬁ“ 2 {B,.{l}'-.‘# 2= ) Release Plan
DUDU Capabllities 2. eeeen,
Standards < o 7 T T T T I T I I I e LT
vt X (4 ATSTITII Y T
T mDU Features *%s,
<A AR )
Project Architecture
: Proposed Deployed |
Architectuge Architecture Solutions Solution Architecture
Vision Solutions Weighing Recommendation Solution
: Sohiton Time el T TTTTTTTTTTTTTE Deplayed Solutian in
; B‘Iu::::fl\‘lm mc::" h the updated the updated
0l 5o LERE - /1 Implementation A
([ ao MESE J o overnance 1L
Target Target [=1l=) 2
transition and/or to be

Business
Outcomes

Capabiities
& Features

Implementation
Raacmap

T Aty 630 ve SpUtons

asds Architecture

The approval of a recommend solution typically leads to one or sewepdémentationprojects

Each project wilmplementsome part othe solution architecture.

Related projects can be grouped into programs.
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PORTFOL®MANAGEMENT
PORTFOLIOS CONTAIN CATALOGS

And catalogs contain elements.

Labnaf manages many interconnected catalogs.

Strategic Plans Directives | I'[ wSljdANBYSyi 2 RYI LA

£l Strategic Themes £ Principles 7] capabilities
EI Corporate Strategic Objectives for Year+X EI Standards 7 Epics

tl Corporate Goals for Year+Y EI Demands

El Domain Goals

Information Process

{7 Functional Domain1 37 erocesses |

7 Functional Domain2
Enterprise Function

El Enterprise Functions
Ei Access Points

[Peope |
E] Organization Functions
E] Roles

E] Organizations

ﬁ} Individuals

E] Contracts

Technology |

77 Technology Functions
7 Technology as a Service
£33 interface Protocols

7 system Software

2 shared Logical Nodes
7 Node Instances

7 Node Types
£ communication Networks

t 2 NI
Al Gt

Purple portfolios and catalogs contain elements that belong to the strategy definition and

£ Applications

4 B3 A-Z
& Applicationl
& Application2
& Application3
& Applicationd

execution.

¢KS 2GKSNJ 2ySa o0St2y3a (G2 GKS a@ArAarotsS SyGadSNLINRaAS
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CATALOG SEARCHES

Each catalog search returns all elemegutsl propertieshat belong to a specific Labnaf 'virtual' catalog.

These elements can be distributed in any number of Labnaf 'catalog packages' throughout the repository.

Find in Project x
<Search Term> 2 } LABNAF ~  Catalog - Activities - ﬁ EI @
Catalog - Activities -

Drag a column header here to group by that column. o )
Catalog - Application Functions

G ‘ Object ‘ Type Stereotype Catalog - Applfcat!on Products
Catalog - Applications

Catalog - Applications as a Service

Catalog - Applications Realizing Functional Areas
Catalog - Applications Realizing Functional Blocks
Catalog - Data Objects

Catalog - Data Stores in Application Catalog
Catalog - Data Stores in Shared Data Store Catalog
Catalog - Demands

Catalog - Entities

Catalog - Epics

Catalog - Equipment

Catalog - Equipment Types

Catalog - Features

Catalog - Functional Areas

Catalog - Functional Blocks

Catalog - Functional Domains

Catalog - Goals

Catalog - Individuals

Catalog - Information Security Requirements
Catalog - Logical Nodes in Application Catalog
Catalog - Logical Nodes in Shared Logical Nodes Catalog
Catalog - Node Instances

Catalog - Node Types

Catalog - Organization Functions

Catalog - Organizations

Catalog - Principles

Catalog - Processes

Catalog - Products

Catalog - Projects

Catalog - Projects in Programs

Catalog - Representations (Messages)

Catalog - Resources

Catalog - Roles

Catalog - Standards

Catalog - Strategic Objectives

Catalog - System Software

Catalog - Target Capabilities

Catalog - Technologies as a Service

Catalog - Technology Functions

Catalog - Values

Periodical Value Calculations

Tabular Report Templates

Temporary Trace Connectors - Connected Elements
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PORTFOLIO DASHBOARDS AND REPORTS

Labnaf features predefinecharts anddashboardsn Prolaborateand alsan the Sparx Enterprise Architect user
interface

Prolaborate dashboards include dynarRimlaborate charts and report¥ou can also includkagrams and charts
created in the Sparx EA modeling tool

The organization of dashboards reflects $egjuential stages of the transformation process

Dashboards & Sample Reports

Visible Enterprise Strategy Definition Strategy Execution Project Architecture
Dashboards Dashboards Dashboards Dashboards

.
h

Drive Changesto the Operating Platform

ﬁ

Context (SWOT)

Enterprise Function Dashboards Internal DiaansEsAErternal Diagnoses Definition

ﬁ

Application Dashboards | | | | e - A LI
-ﬁ- \ ;E/EE_E C Release Plan Labnaf Unified
e aona nitie
el f—; — Transformation
< & g T
V 1 Step
i ﬁmjactmnmmn
Technology Dashboards i e 2o
anenuge Architecture Solutions: Solution H Architecture
Vision ! Solutions Weighing dati £ i Solution
H Saksien Tve i At —F -
i } | e

implementation H
govemance
fell= =

(mn|
® oo

6

Information & Security
Requirements Dashboards
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https://www.labnaf.one/ln-content/dashboards/Sample%20Labnaf%20Dashboards.pdf
https://www.labnaf.one/guidance/index.html?guid=8B1B3EFF-821C-49f4-B8BA-8E44802E67D1
https://www.labnaf.one/guidance/index.html?guid=8B1B3EFF-821C-49f4-B8BA-8E44802E67D1
https://www.labnaf.one/ln-content/dashboards/Sample%20Labnaf%20Dashboards.pdf
https://www.labnaf.one/guidance/index.html?guid=8B1B3EFF-821C-49f4-B8BA-8E44802E67D1
https://www.labnaf.one/guidance/index.html?guid=8B1B3EFF-821C-49f4-B8BA-8E44802E67D1

Sample Dashboards

Enterprise Functions / Business Capabilities

Application Value
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Application Lifecycle

(25 21. APP - Application Lifecycle PR T - - o SR

Rasberton s Van ate Apstatens - apmact St Rt Astcatons- e Carten

Applications mapped tenterprise functions with automatigrouping, filtering coloring and mappirgnsolidatios across
levels of detail
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Many other sample dashboards are availaliere.
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https://www.labnaf.one/ln-content/dashboards/Sample%20Labnaf%20Dashboards.pdf

INCIDENT AND UNAVAILABILITY GOVERNANCE

Incidents and system unavailability information is automatically imported, consolidated using calculations,

including the evolution of data over time (time series).

Availability Requirements

(€5 54. SECURE - ion AVAILABILITY Requi

PROCESSES Requiring Avallable Information

2%
52% '
‘Max Availabilty Level Required

1 @2 ® Undefned

Available Information Usage

™
" ot 155,

1SR
= Risk Data

<
\w‘”’*‘m ¢f £

s Uk 7

&

ROLES Requiring Available Information

2%

v

Max Availabiity Level Required
1 e2

Undefned

e
® sates iR

© Harketing and Sal
@ Product Price

® 50PCO Inc

® customer
® Zeus Prodcut Man
s Backend

® supplier

@ purchasing Depart
@ Stock & Inventory.
Sele

INDIVIDUALS Requiring Avallable Information

Max Availabilty Level Required
Undefined

1 @2

APPLICATIONS Requiring Available Information

Mex Availabity Level Required
0 ©1 @2 ® Undeined

'SERVERS Requiring Available Information

Max Availabilty Level Required
®2 © Undetned

NETWORKS Requiring Available Information

0%
Max Availabilty Level Required
®2 6 Ungetined

# Edt e Make Defoult < Share -

Information AVAILABILITY Requirements

Search a 0 v

Avaltabilty 1 Domain 11
Finance

Information Technaogy
Information Technalogy

Information Technology

Bus Route Pianning

Information Management

Marketing & Sales.
Marketing & Sales

Information Management

Finance

Who/what
requires which

level of
information
AVAILABILITY?

Application Availability

Magnitude of the Number of Users impacted by unavailability
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Magnitude of Critical Data impacted by unavailability
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The following heat maps summarize, for each functional domain (aka business capability level 1), the
consolidated number of application incidents.

Incidents_Range

W14
W 510
|

W 120
W 20+

Highest number of application Incidents

Functional_Domain Functional_Area Functional_Block Nb_Incidents Subreport
Marketing & Sales B2B Sales B2B Indirect Sales 19 View
Marketing & Sales B2C Sales B2C Order Management 19 View
B2B External Exchanges Financial Exchanges Payment Exchanges 14 View
Marketing & Sales B2| Sales Face-to-Face Distribution 14 View
Marketing & Sales B2C Sales B2C Self-Service Channel 1 View
Traveler Communication Pre-Booking Comunication Journey Planner 10 View
Traveler Communication Pre-Booking Comunication Journey Tips 10 View
Marketing & Sales Multi-channel Sales Sales Record Management g View
Traveler Communication Post-Booking Communication Reminders & Warnings 9 View
Traffic Management Customer Services Disability Assistance 7 View
© 2019-2025 Labnaf - All Rights Reserved 22/61




Functional_domain

Functional_area

Functional_block

i Application ¢ Nb_incidents

N

N |

Marketing & Sales
Marketing & Sales
Marketing & Sales
Marketing & Sales

Marketing & Sales

B2B Sales

B2B Sales

B2B Sales

B2B Sales

B2B Sales

B2B Indirect Sales

B2B Indirect Sales

B2B Indirect Sales

B2B Indirect Sales

B2B Indirect Sales

Athena Order Management 7

Janus 6
Demeter B
Neptune 1
Hera 1

Evolution of Incidentggeneratedgraphs; scheduled or on demand)

Application Incidents History - Functional Domain: Traffic Management

Application Incident Mean Times - Functional Domain: Traffic Management

80
/ 70+ [70-»
/ s
/ Yy,
Vi Vi
Vi 0 /
/ /
/ /
A /
/ /
s V.
/ 50 A
/ P
- [Ea /
_— / )
J— 40T 7 —@— Mean Time Between Failures
Eﬂ @ Number of Incidents // ~® Mean Time To Recover
30
20
101
— )
2+ T o}

0 = ‘ "

i 2022-01-01 2022-02-01 2022-03-01

20220101 20220201 2022-03-01
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SENSIBLE DATA USAGE IDENTIFICATION AND CONSOLIDATION

Because the number of assets at risk can be hageitors typically define the scope of their audit by
selecting some arbitrary itemsThe selection is usually based on known critical assets, sometimes without
understanding their dependencies, on the history of incidents, and on discussions with various
stakeholders.

Hopefully, Labnaf automatically discovers, consolidates, charts and reports where the security
requirementsapplythroughout the architecture.

It also calculates, consolidates, charts and reports the history of incidents.

And finally, it crossnalyses consolidated incident data and availability requirements to produce
consolidated heat maps and reports on the impact of unavailability on data access and on users at severa
levels of detail.

It generates summary data and views, including the evolution over time.

360° View on Sensible Data Usage & Risks

[551. SECURE - Access to PRIVATE Information ey - . ]
ProCESAES Acessr et RS Accrnang e wrason B — sy ot mocmmAon BT

{555 SECURE - NON-REPUDIATION Requirements N KX
OLEN Acrsin et Reqing Mo St BTy ———— :
33 54. SECURE - AVAILABILITY 7ta ® +

PROCESSES Racuareg Axasatis Iofcrmansn ROLES Recurirg Aratates ifcrmansn NDVSUALS Recuring Avatasi leformaen Irhrmtcn MALABUTY Requrarents k

7355, SECURE - Information INTEGRITY Requi } T v R |
T e

'"-—"- | 3 52. SECURE - Access to CONFIDENTIAL Information

PROSESEES Accerning Contentel Whirmabin ROLES Accermg Cortioertel resmaton INSRIDUALS Accesian Contumtl Informancn Cenonmatny of INICRMATION ENTITS

»,
n - - a
e S
- e Cantamresarny Somann
“ . « B u .
° © .
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The following heat maps summarize, for each functional domain (aka business capability level 1), the
impact of systems unavailability on users and on data. The impacts are calculated based on the
consolidated numbers of users, and on data classificatiehcamsolidated usage throughout the
operating model.

L1

B2C External
Exchanges

n
Strategy, Legal Affairs, Risk & Compliance
[m}
Traveler Communication Bus Route Planning
[}
=]
SRR Marketing & Sales |
zoom .
in Bus Maintenance
=]
Traffic Management
= n
. Security
Bus Stop Management
a [}
A
HR & Corporate services
B8
-
Finance
- =)
Supply Chain 1
O

Information
Management

a

Internal
Exchange

Information Technology

Legend for Enterprise Functions

Differentiator =7

N
et

=y \
=N
Externalized = Y o Entirely extemalized
=p { Partially extemalized
. Not extemalized
- (default)

Data Impacted By Unavailability
[ ] veryHign
] Hien
D Medium
D Low
[] veryLow

Users Impacted By Unavailability
Very High

High
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Informationis classified following their security requirements.

Privacy: 2 Yy

Confidentiality: 1

Integrity: 2

Availability: 2

e - = ==

Non_Repudiation: 2

Sales I5R

Privacy: 2 Yy

Confidentiality: 2

Integrity: 2

Availability: 2

Non_Repudiation: 2

Finance ISR

Privacy: 2

I/

Confidentiality: 1

Integrity: 2

Availability: 2

Non_Repudiation: 0

Personal Data ISR

£
£

¥

Customer

A
\

o

Customer Order

Subcription Record

Customer Product

Route

0 Q

Product Price

\
. \
N \
. v
. \
\‘ AN
- Privacy: 0 y I
~ -~ _ |Confidentiality: 0
Integrity: 2
Availability: 2

Non_Repudiation: 0

Marketing and Sales
Reference Data ISR

Labnaf automatically detects and reports who and what has access to sensitive information, and for which
specific security requirements.

The automatic detection is based on generic systems semantics, cascaded calculations and implicit data

generation.

Presentation is based on libraries of legends, charts, and rich report templates.

Q.

ISR Integri
Buyer's Manager erity
D Optional
pcian [] Recommended
A D Required

Sponge Bob

Information Security Requirements
(P)rivacy
(Confidentiality
(Ijntegrity
(AJvailability
(N)Jon-repudiation
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Select your auto coloring legends to focus on specific aspects...

l_'_'l Add Legends To Current Diagram — ] X

Simple Legends Auto Legends

Architecture Perspectives 1TO-BE

Criticality 1TO-BE_ Add
Elements Impacted 2 TRANSITION Selected
Elements New, Changed 2 TRANSITION_ Legends
Elements Under Construction 3AS-IS

Global Plateaus JAS-IS_

Information Security Requirements Application Lifecycle / Vision

Nb of Applications / Enterprise Function Average Number of Supporting Applications Clear
Roles Color_Gradation_0_5_Dark Selection
TCO Color_Gradation_0_5_Light

Color_Gradation_0_5_Medium
Consolidated TCO of Supporting Apps
Data Impacted By Unavailability
Differentiators

Externalization

ISR Availability

ISR Confidentiali

ISR Non Repudiation

ISR Privacy

KPI Index - Achievement Level
Users Impacted By Unavailability

Items are automatically colored following thénformation security requirements

Purchase
Requisition
(Approved)

Supplier Propasal
to be Evaluated

Selected Supdier

Proposal

Contract with

Supplier ISR Confidentiality

D Optional
[:] Recommended

Select Vendor
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b}

I:l Required

v

'

'

'

'

'

'

'
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'}
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1
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I
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i
I
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"

i
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A B

&
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Generate sensitive data us
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Account

Application Architecture Data

Integrity
Availability
pudiation

Non_Re

Application Configuration Data

Applications

BOPCO Identity

Bus Planning at D-1
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Customer Order
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Payment]
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Prospect

Purchase Requisition

Route
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Supplier

Supplier Product

Supplier Proposal

Sensitive data usage is automatically consolidated in all direciindslimensionsip to the toplevel
functional flows and down to the servers and networks.

ISR Confidentiality
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B2C External Exchanges
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1 I 1
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1 I 1
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-

Route
Changes
0
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n

Internal Exchange
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SMART GOALS AND NORMALIZEDNREIXES (ACHIEVEWT LEVES)

KPI values are automatically normalizetb a standard KRhdex witha common range ofalues from 0 to 5.

The calculation can be configured as you wish.

Current
Index
Calculation

KPI_Index_Target

5

KPI1_Index_Current

4

Sample
Values
KPI_Target 80
KPI_Current 70
KPIl_Base 5

KPI_Index_Base

0

© 2019-2025 Labnaf- All Rights Reserved

Strategy Map Corporate Goals Strategic Objectives
with KPls (corporate scope)
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____________________________________ = Increased Financial
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NormalizedKPlindexes(goal achievementevels) can be easily compared and charteds illustrated below.

Goals - Level of Achievement (0-5)

99% Business Continuity by end of Q2 2021
Number of Exceptions/Errors reduced by 20% before Q2 2021
Average Incident & Problem Resolution takes less than 12 hours before Q2 2021
Benefits increased by 2% by end of Q2 2022
Quick and comprehensive access to traveller information by Q4 2022
Acquire 10 000 new customers by Q2 2022
IT Costs Reduced by 20% before end 2021
99% Systems Availability by Q2 2021
95% client retention per year for Q2 2002
Revenues increased by 3% by Q2 2022
Number of customer complaints per year < 10000 by end of Q2 2022
Average Incident Response Time Decreased by 40% for Critical Applications
Provide customers with tools to organize their journey by Q4 2022
Notify customers about the status of their subscription by Q4 2022
Number of punctuality incidents per year < 1000 by end of Q2 2022
Visible and Controlled Planning of Cloud Migration for 80% of applications by Q2 2020
80% of Application Information Distributed to the Audience by Q2 2020
Obtain 80% of bus road infrastructure targets by end of Q3 2021

Increased Financial Benefits

KPI Index - Achievement Level

s
: 0
HE —
Benefits increased by 2% by end D 2 |
f Q2 2024 Periodical
z A D i Calculations- KPs,
: e o

1
Marketing & Sales - Goals I

Revenues inoezsed by 3% by Q2 Marketing & Sales

2024
~

A

- ~

Acquire 10 000 new customers 95% client retertion per year for
by Q2 2024 Q2 2004

(=W
Customer

f
I
I
'
R

Arrival at Final
Search Book Post-Booking Travel Post-Travel > Destinatn
routes

a

\
qcustomer Journey

A S,
RN F

0

'

.

T

i

'

'

!
v

Found Desired Travel Ticket Itinirary Infomation Pleasant Tripwith Shared Experienced
Destirtation, Route Full Service and Recived Tips for
and Schedule Next Trip
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ARCHITECTURE MODELING LANGUAGE

The language is used notably to model the following items:

Strategydefinition and execution

Architecture of functions, information, processeeople, equipmentapplicatiors, and technology.
Architecture solutions

Architecture \ariantsand evolution(asis, transition, tebe)

Viewpoints

= =2 =4 A4 A -2

The achitecture guidancétself
The language is highly configurabled extensibléi 2 Y I § OK | y& 2NABIFYyAT FGA2YyQ

MODELING ELEMENTS AND CONNECTORS

As an example, here is anerview (subset)of the modeling language elements and connectoi$he
language metamodel is used for preventive and/or pestdeling model validation.

One single modeling language and terminology

Modeling Elements & Connectors

Strategy Definition Information Process Enterprise Function
_— [ /57
A ‘ wlDomaie ‘ Access Point

— - O 2

Functional Area ‘ "\ Functional Flow

Event
A
equirement
R Restricts usage of

L veat s
Custor i ship Type [ fi
: i <\ 3 Gateway \ ,‘
[—Q1 Physical Material ‘ = =
Strategic Theme 15 function ( j Functional Service
Material Location A 3 "4
Goal ©,= Glossary & ‘—ﬁ Glossary } Triggers 5 Access Glossary N - Glossary

People Equipment Application
- - e g ] -
Organization Function ‘ Organization Equipment Function Facility Application Function | Asplication Platform )
5 = . i
e - = o0 W > =\
\ 4

) \ /I ]
a P > \ :
Roe | [an \] - Q@ cation as a wrﬁj T 4 A Application Flow
- N\ A A =
idual 7]
_ . >)$ Application Product ‘ Application Component R Component Flow
=X Distribution Network E -

'_p Is bound by contract

contract
8
Datasts
Glossary Glossary Glossary
Generic Common Connectors —--@-> .
(g o [} ,-’ Impacts ,'N Realizes /' Spedializes A Ispartof Tamporary
Vele e Resnurce e Technology Function
A 5
3 Influences 7 Isassigned to / Association A s a constituent of
i [ . ' YO\
w:;:?m Product Line /" Evolves into 2 Depends on <> NeAry Association 2 Isowned by ( Tectnologyasa servce
AAAS —& Node to Network Connection
b
G .+ Functional Performer Flow A Physical Flow i I G — Network Interlink
L1
Related Topics o Deployment
Time Dimension for
Elements & Connectors
" Taxnomy Element & Default Catalogs Viewpoint «» Path between Nodes
Global Plateaus of Element Connector Language Classification
Types Glossary Metamodel = [ Flow allowed by firewall

— 025 ]

—TRANSITION e — -

. REEE @) @ == @ m @ = @ & Instance is deployed on

7 Instance realizes
A Instance is part of




METAMODEL

Labnaf comes with a standard metamodel that spans the entire process of driving transformations.
There is also a uselefined metamodel that you can populate and activate.

You can easily switch between standard metamodel, customized metamodel, andefsexd metamodel
in two clicks.

The configurable metamodels are expressed in the end user Labnaf language itself. So, the human
readable metamodel specification and the documentation are one and the same thing.

They can be instantly and dynamically updated using the Instant Metamodel Manager.

A Subset of thedefaultMetamodel including Strategy &nterpriseArchitecture

f STRATEGY DEFINITION & EXECUTION ! H VISIBLE ENTERPRISE 5
2 bl V! _ w !‘
‘ P v q
1 b ,
! -7 i ‘
L L -« ”
1 e P
i r o I " =N o)
' v . -
5 Fog e TR -
' | Application |
: : ' 1 Platform |
' o > 3
: =) % ' - 1 —
2 l'Yar;c:C‘apa’hlw) : E s
i e %
---------------------------------------------- f < 3
i -
: </1 ® Ol o) ‘ |
! Location u Node Type -
; ( = 1 E S|
i Global Plateaus o b = Ol
: s TRANSITION i
- 15 -
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A Subset of thedefaultMetamodel including Strategy &olution Architecture:
TheSolutionArchitecture metamodel ia syperset of theEnterpriseArchitecture metamodel

je. -
Entity re‘:;c'tm Information Security
o Requirement

- Representation,
Entity, Data Object

~ Representation,
Material, Entity
i 1

Representation,
Material, Data

[ S|

Target Capabilities Roadmap
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i

1PRO (HA)
1200 users
i

o o e e it

7 1
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(.

i
i

T
node to NW connection
'

© 2019-202 Labnaf- All Rights Reserved 33/61

e S e e e e e R S el



VIEWPOINTS

Level 3 viewpoints(Diagram Types)
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